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When selecting an equipment destruction 
vendor, it is critical that you tour their facility 
and vet their processes completely to ensure 
their standards meet your expectations.  In 
your process, what you want to look for are 
ways that your equipment can end up leaving 
the facility without 100% destruction.  One of 
the key ways of doing this is conducting in-
terviews with individual line-level employees 
about the way that the processes occur within 
the warehouse.  Do not simply listen to upper 
management and your sales representative.  
Instead, ask to go into the warehouse and talk 
to the people of your choosing.  
When you are in the warehouse, ensure that 
you pick the random worker on the floor, as 

opposed to a lead supervisor or manager; this 
employee will give you the reality of what 
happens.  If possible, conduct the one-on-one 
discussion with the employee in a setting 
where the management and ownership are 
not present.  As you are discussing the process 
with this individual, keep in mind that much 
of the bigger picture items can be addressed 
if you chose a company that is certified to the 
industry’s highest standards.  Therefore, what 
you want to be looking for are practical things 
that you see within their warehouse and prac-
tical systems that are going to ensure your 
equipment will not leave their facility without 
being processed and destroyed 100%.

ERROR

01
NOT PROPERLY AUDITING SECURE 
DESTRUCTION VENDORS. 

The reality of secure electronics equipment 
destruction is that it is a very labor-intensive 
and expensive process.  On the other hand, if 
the vendor you are using “skims just a little bit 
off of the top” by taking some of the equip-
ment and either not processing it and pushing 
through as scrap, or by taking it and reselling 
it on eBay and in other markets, they can sub-
stantially increase their profit margins.  

As we have seen in recent times, there have 
been several very high-profile cases where 
companies claiming to perform secure de-
struction of electronics equipment at a bar-
gain rate have been caught by the federal 
government.  Instead of destroying equipment 
entrusted to them, they sold these items on. 
Experience has taught us that when a com-
pany claims to be able to destroy your equip-
ment securely for a bargain rate, it is usually 
because they are reselling some of your equip-
ment or at least pushing some of your equip-
ment through without processing it at all.

ERROR

02
THINKING THAT THE DESTRUCTION OF EQUIPMENT 
CAN BE DONE AT A BARGAIN RATE.  
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In the electronics recycling industry, there is 
a gold standard for certifications, and that 
is e-Stewards certification.  There are lower 
standards, such as R2 Recycling, which is cer-
tainly better than no certification at all, but it 
does not go as far as e-Stewards certification 
to ensure proper recycling and data security 
measures.  By selecting an e-Stewards certi-

fied vendor, you are selecting an organization 
that has been vetted and audited extensive-
ly by a third-party organization committed to 
ensuring proper recycling, proper data secu-
rity measures, and 100% compliance with all 
safety measures.  Once you select an e-Stew-
ards certified vendor, conduct your additional 
auditing, as mentioned above. 

ERROR

03
NOT SELECTING AN ADEQUATELY 
CERTIFIED VENDOR.

Many organizations make the mistake of 
thinking that the only way for their equipment 
to end up resold on eBay or on the market 
somewhere is if a line-level employee steals 
the equipment and attempts to sell it.  In re-
ality, over 90% of the time these incidents oc-
cur, it is because of a top-down approach.  In 
other words, someone at the top of the com-

pany, including high-level management, is 
typically involved in the systematic diversion 
of equipment for destruction into resale chan-
nels. Therefore, it is important that you focus 
on how the company assures equipment is not 
diverted systematically, as opposed to focus-
ing on how they protect individual items.  

ERROR

04
THINKING THAT THE ONLY WAY YOUR EQUIPMENT IS 
GOING TO END UP ON THE MARKETPLACE IS DUE TO A 
“BOTTOM-UP” PROBLEM.
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It is worth some additional expense and work 
to audit your vendor and ensure they are do-
ing their work.  There are many ways of con-
ducting ongoing audits with your vendors.  
One of the simplest ways of doing this is ask-
ing your vendor to track serial numbers and 
having your vendor report them back to you.  
The key is to ensure that you are not providing 
your vendor with the “answers to the test” by 
providing them a list of serial numbers for the 
equipment you are giving them.  

Instead, you should create your own list and 
then ask your vendor to produce the list they 
received at their facility and match their re-
sults to yours, to ensure that nothing is slip-
ping through the cracks.  By doing this, you 
will ensure that the vendor has good process-
es in place for tracking your equipment.  You 
are also letting your vendor know that you are 
tracking your items closely.  This also sends a 
strong signal to upper management that any 
foul play would be detected quickly by your 
auditing systems.  

ERROR

05
NOT PUTTING GUIDELINES AND SYSTEMS IN PLACE TO 
SYSTEMATICALLY AND REGULARLY AUDIT THE 
QUALITY OF WORK YOUR VENDOR CONDUCTS.

The key to ensuring proper destruction of your 
electronics equipment is making sure that you 
select the right vendor.  This selection process 
is almost always dependent on doing your due 
diligence and conducting proper audits.  Most 
importantly, always remember that when it 
comes to secure destruction, you absolutely 
get what you pay for.  Therefore, selecting a 
vendor that offers the lowest price, or even se-

lecting a vendor who is in the bottom half of 
the pricing, usually guarantees that some of 
your equipment will be resold.  Keep in mind 
that secure destruction is a labor-intensive 
and costly process; therefore, the costs are 
going to be higher than you would like.  At the 
same time, ensuring your equipment does not 
end up sold online or at an auction is worth 
the additional cost, so do not cut corners. 
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Follow these five steps and use a 
certified vendor in order to get the 
highest possible return.  Ensure 
that this process is fast and pain-
less by properly vetting the com-
pany you plan to use.  By following 
these simple steps, you will turn 
your retiring IT assets into.
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